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Pabouas mporpamma jucnuinianel «Ocnossl uudopmanuonnoii 0esounacunoctn B
npodeccHOHAIBLHON  JICATEJALNOCTH» U O0VYAIONIMXCH 110 HAIPABJICHUIO  11O/I'OTOBKH
41.03.04 Tlommuronorus (Ilpodmin: [osmronorus), cocraricna na ocHoBanuu dejepaibnoro
rOCY/IapCTBEHHOTO 00pa30BaTEILHOTO CTAllapTa BhICHICro ol0paszoBaHus — OakajaBpuar 110
nanpasicHuio 1oarotTosku 41.03.04 Iloiauronorus, yrsepxiénnoro llpukasom Munmcrepersa
oOpazoBanust U Hayku Poccuiickoii @ejrepanun ot 23 asryera 2017 1. Ne 814 (¢ u3m. u o),
ITopsiika  opranmsanmuu W OCYIICCTBJICHHS  00OPa3oBarTc/jILHON  JICATCUBLHOCTH 110
00pa3oBare/IbHBIM  LPOIPAMMAM  BBICIICIO  00pa3oBaius HporpaMmam  Oakaaspuara,
[porpaMmaM  CICHUAINTETa, HporpaMMaM  MarucIparypbl.  VIBCPAGICHHOTO  [IPHKA30M
Munncrepersa HayKu U Beicniero odpazosanus Poccuiickoil Mejieparum or 06 anpenst 2021 1.
Ne 245 (c u3M. H JI011.), B COOTBCTCTBUH € YYCOHBIM IUIAHOM, YTBCPAJICHHBIM Y 9CHBIM COBCTOM
OI'bOY BO «Jloul '¥V» juist nadopa 2024 roia.

Pazpaboruux:
K.1.H., mouent kadeper PO u UKT /
M.B.baduucia
I 4

PaGouass mporpamma  yrBepikjieHa —Ha  3acejanmu  Kade pnl  paimodU3MKH U
HI(POKOMMYHUKAITHOHHBIX TEXHOIOTHI. '

IIporokox or 26.03.2024 1. Ne 16 ;//

1

3ase/ryromuil kadepoi B.B./lanwmios

COI'JTACOBAHO:

-

Jlekan ucropnyeckoro (akylinrera Atv7 - A V. Munaes

28.03.2024 r. )

Y4eOHo-MeTOIMHECKast KOMHCCHSE HCTOPHYCCKOI'0 (aKy./IbIera.
[Iporokois or 27.03.2024 r. Ne 7

Ipencenarens k. B. Ky3nenosa

PykoBotess 0cHOBHOI IIpodecCHOHAIBHOM

00pa3oBaTCIbLHON 1HPOrPaAMMBbI,

KaH/1[. 110/1. HAYK, JIOICHT oA K. B. Yepxkammun
26.03.2024 r.



1. MECTO JIMCLIUIIJINHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOI' PAMMEBI

1.1. TpeGoBaHus K NpeIBapUTEIBbHON MOATOTOBKE O0yYaromUXcs, MPEAIIECTBYIOLUINE U
COIYTCTBYIOIIME TUCLUILINHBI, HA KOTOPBIX OCHOBBIBAECTCS U3YYECHHUE TAHHOM:

ITpuknannas counnonorus, ConuoIorus.

1.2. JlucuuiuimHbl, KypcoBble pabOTHl M MPAKTHUKH, A KOTOPHIX OCBOCHHE IaHHOM
JUCLUIUIMHBI HE00X0AUMO KaK MpeIlIeCTBYOLIEe:

CMMU B nonutHueckoi xu3Hu, MHPOpMaIMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH.

M cnonb3yroTcs Ipy HAITMCAHUHU BBIITYCKHOHN KBaJIM(UKAMOHHON PabOTHI,

2. OIIMCAHUME JUCHUITJIINHBI

2.1. Obmas xapakTepucTHKa

HaumenoBanwue mokasarens 3HaueHue mokas3aTens

HasBanue oO6pazoBaTenbHON MTPOrpaMMBbl 41.03.04ITomuronorust (IIporpamma
Oakanaspuata [loauronorus)

[udp u Ha3BaHUE B COOTBETCTBUHU C b1.B./IB.70cHo0BBI nH(DOpMALIMOHHON

y4€OHBIM TIJIAHOM 06e30macHOCTH B MpodecCuoHaIbHOM
JIESITEIIbHOCTH

YacTps 0Opa3zoBaTenbHON MPOrpaMMbl BapuaTtuBHas yacte. uCUUIIMHBI IO
BEIOODY

KonmuecTBO 3a4eTHBIX €IUHULL / BCETO YacOB 2172

2.2. Pactipenenenue yacoB 1o ¢popMam U nepuojiaM o0yueHus

OO0111e€ KOJIMYECTBO YacOB
o
& CaMOCTOS-
dopma g1 8 -
S JeKnu- | mabopa- | MpakTU- | TEIbHON dopma
o0yueHus 2 2 BCEro
5 OHHBIX | TOPHBIX | YeCKHX | paboThI + KOHTPOJIS
KOHTPOJIb

Ounas 1 2 15 30 - 63 108 3a4yer
OuHo- 1 2 6 6 - 96 108 3a4eT
3a04YHasd

3. HEJIM AV CUHUTJIMHBI

3HAKOMCTBO C MOHATUSAMM HallMOHAJIBHOM Oe3omacHocTH; BUJamu OezomacHoctu; Vb B
CUCTEME HallMOHAJIbHOM O0€30IacHOCTH; OCHOBHBIMU MMOHSTHSIMH, OOIEMETOJOJOTHYECKUMU
npuniunamMu Teopun Wb; anamuzom yrpo3 Wb, mpoGnemamu wuH(pOpManMOHHON BOWHBI
rOCYJapCTBEHHON HWH()OPMAIMOHHON TOJUTUKOW;, BUJIaMU HWHPOPMAIMHM; METOAaMU U
cpeactBamu obecniedenuss Ub; metogamu HapymieHHs KOH(QUAESHIUATIBHOCTH, LEIOCTHOCTH U
JOCTYMHOCTM MHGOpManuy; NpUYMHAMM, BHJAMHU, KaHalaMM YT€UYKHM M HCKaKEHUs
uHpOpMaLUH.

4. KOMIIETEHIIMN OBYYATOIIETI'OCS1, ©OPMUPYEMBIE B PE3VJIbTATE
OCBOEHIA KOMIIOHEHTA OBPA30OBATEJIbBHOU ITPOI'PAMMEI, X MH/IMUKATOPBI
N IINTAHUPYEMBIE PE3VIJIbTATBI ObYUYEHU A

1.1. KomnereHnuu
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IIK-2. CrocobeH TpUMEHSATHh MOJUTOJIOTHYCCKHE JOKTPUHBI W TEOPUH IS aHaJIM3a
MOJIUTOJIOTUYECKUX MPOOJIEM U pa3pabOTKH MPAKTUIECKUX PEKOMEH AU

1.2. UnaukaTopbl KOMITETEHITUI

[IK-2.1. [lpumMeHsieT KIIIOYEBbIE MOJUTOJOTMYECKHE TMOHATHUS W KATerOpUU K aHAIU3Y
KOHKPETHOW COUUAIBHO-TIOJUTUYECKON CUTYalUH.

[TIK-2.2 YmeeT npodeccnoHaabHO BECTH MOJUTHYECKHUE TUCKYCCUU C OTITIOHCHTaMM.

1.3.Pe3ynbTaTsl 00y4deHUs

3HaeT rJIaBHbIC U NepUQEepUHbIC TEOPUU MEXKTYHAPOIHBIX OTHOIICHHH.

YMeeT MpOBOAUTH METOAOJOTMYESCKHA M COJCPIKATENbHBIA aHAN3 KOHKYPUPYIOIIUX
MEXTYHAPOTHO-TIOTUTHYECKUX MOJICIICH.

Brnaneer oCHOBHBIMU TIpUEMaMU UCCIICIOBAHHUS MUPOBOW TOJUTUKH.

5. IPOTPAMMA JUCHUIIJINHBI

Ha3sBanue teMsl Kparkoe coneprxanue TeMbl (BOIPOCHI TEMBbI)
1. OcnoBubie nousTHs # | 1. OCHOBHBIE MOHATHA HHPOPMALMOHHON OE30MaCHOCTH.
COCTaBJIIOIINE 2. IIpaBoBrie ocHOBBI b u 3akonomaTenscTBO JJHP 06
UH(pOpMaLOHHON MH(pOpMaLIUH.
0€30I1aCHOCTH 3. Mudopmarnus, nadopmamoHHasi CUCTEMA, BiaIelIel
MH(pOpMaLIUH.

4. Bunpl uHbopMaIum.

5. KondpunennmansHast nHpopManus, rocy1apcTBeHHas TaifHa.
6. Hopmartunbie nokyments PO no Ub.

7. KoH(peneH1mmaibHOCTD, IETTOCTHOCTb, JOCTYITHOCTD.

2. Crtpykrypa (aiiiaos 1. Ilousarue ¢aiina. HeX-penakTop, CTPYKTypa U MpeJHa3HAYCHHE.
u hex-penaxrop. 2. ®opmarsl (aitnoB. CTpyKTypa HEKOTOPBIX TEKCTOBBIX U
rpaguueckux (hainos.

. Curnarypsl (aiinos.

. Onpenenenne popmata (aitna B paznuunbix OC.

3. Kpunrorpadus u
KPHUITOAHAIN3

HcTtopuueckas cripaBka, IPUMUTHUBHbIE MIHA(PBI.
Iudp xor, Le3aps, Bunexepa.
CHUMMETpHUYHbIE U ACCUMETPUYHBIE METO/IBI.
CyTb acCCUMMETPUYHOTO MHU(PPOBAHMSL.
Anroputm RSA u DOnp-I"amans.

CummMmeTpuyHOe HIM(ppOBaHUE.

["ammupoBanue. KBantoBas kpunrorpadusi.

4.  Xem-pyHKIMH [TonsTHE Xem-pyHKINH.
Kpunrorpaduueckue u He Kpunrorpapuieckue xem-QyHKIuu.
Cgoiictpa xem-pyHkun. CRC —cyMmBblI.
Xem-pynkuuu MDS u SHAT.
Komnusun xem-gyHKkuuii.

Kpunroananus xenr-QyHKIui.

5.  Ayrentudukanus
10 MapOoJIt0

ABTOpH3aIMs, ayTeHTU(DUKAIUSA U UASHTHPUKALUS.
Cucrems! ayrenTudukanuu. [laponsHas 3ammura.
VA3BUMOCTH NTAPOJIBHOM 3alUTHI.

Meronbl XpaHEeHHUs 1apoJIsl.

Ornpenenenne KpUNTOCTOMKOCTH TTapOJIs.

®opmyia [llennona. Meroza B3ioma naposs.
IIporpammsl 1i1s B3j10Ma IapoJs.

~N~NouUubMAWNROPWONEPENODUOMWNEINW
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Oprann3anus 6€301acHON NapoIbLHOM 3alUTHI.

6. Jlpyrue metomsl
ayTeHTH(UKAITIT

7.

1. DnexTpoHHBIE METOIBI AyTCHTU()UKALIMH.

2. AnmaparHas ayTeHTH(HKAIUSA.

3. buomerpuueckue MeTObI ayTeHTH(PHUKALINY.

4.  AyreHtudukanus 1o oTneyaTKy najabla, ayrTeHTHQUKaLUs 10

=
=
)=
<

PacnipocTpaHeHHOCTh METOJIOB ayTEHTU(PHKALHH.
VYs13BUMOCTH OMOMETPHUECKON ayTeHTU(DUKALINY.
denepasbHas ayTeHTU(UKALUS.

7. Bupycsl

Hcrtopus co3ganust BUPYCOB.
Knaccudukanus Bupycos.
3arpy3ounsle, (haiaoBbIe, MAKPOCHI, CKDUIIT-BUPYCHI.
Bupycsr as Linux, Android, iOSm
Tpostabl, yepBU, COOCTBEHHO BUPYCHI.
Xakephl.

8. AHTHUBHpPYCHI

[Tpunin paboThl AHTUBHPYCHBIX MPOTPAMM.

Curnarypsl BUPYCOB.

Bosmosknoctu antuBupyctoro I10.

Hanucanue aHTUBHPYCHOM IPOrpaMMBl.

[TnaTHbIe U GecTIaTHBIE AaHTHBUPYCHI.

MesxayHapoiHble pEUTHHIY AaHTUBUPYCHBIX IPOTrPAMM.
00630p HanboJee NONYJISIPHBIX AaHTUBUPYCHBIX IPOTrPamMM.

9. Web- 6e3onacHOCTSD.

Ocnosusble noustus web. HTML, CSS u JS.

Llenu 3710yMBINUICHHUKOB, aTAKYIOLIHX CAUTHI.

Kyku u ux posnb B 0€3011aCHOCTH CalTOB.

Araxu Ha caiiTel. XSS, CSRF, SQL-uHbeKIIHH U METOIBI
3aIUTHI OT HUX.

[TporpamMmel [UIst aHAJIM3a CAUTOB HA YSI3BUMOCTH.

VY S3BUMOCTH METOJIOB Ay TCHTH(PHKAITUH.

VY S3BUMOCTH MPUKIATHOTO YPOBHSI.

BPBONPNOORWONRELOORWONER T o0

10.  3amwmta
uHpopMaluu B
KOMITBIOTEPHBIX CETSX.

VA3BUMOCTH KOMITBIOTEPHBIX CETEH.

OcHOBHBIE BU/IbI aTaK NpU Niepeade nHpopMaImu.
Cuuddepsl. OTBeTBNIEHUS TpaduKa.

AHaIN3 3JIEKTPOMATHUTHBIX M3JIy4E€HUH.

ATaku Ha KaHAJLHOM U CETE€BOM YPOBHE.
Crnydunr. Buasl ckaHMpOBaHUS.

DOS u DDOS araku.

ITonmena IP aapeca.

Mepsbl IPOTUBOIEHCTBUS aTaKaM.

11. Texuanyeckas
3amuTa HHGopMaIuu

Knaccudukanus kaHaIoB TEXHHUECKON pa3BeIKH.

KpaTkas xapakTepucTuKa KaXkJIoro KaHasa.

B03MOXXHOCTH pa3IMYHBIX BHJOB TEXHUYECKON pa3BEAKH.
Hcropuueckas cpaBka.

4. TlapameTpuveckuii KaHall yTEUKH, HCTOPUUECKUE TPUMEPBHI.

5. Jlemackupyromue Tpu3HAKH OOBEKTOB HAONIOJACHUS U
CUTHAJIOB.

6. OmacHple CHTHAIBI M NX HCTOYHUKH.

WNhNPRPOOoNOUORWDNDEINOO

12. 3amwuTa JOKYMEHTOB

1. MeToibI TOAIETKH JOKYMEHTOB.

2. MeToibl mo1eku ITU(GPOBBIX TJOKYMEHTOB.

3. Meroap! onpeneneHus MOATNHHOCTA JOKYMEHTOB.

4. TTony4yenune nononmHUTENbHON HHDOpMaruu u3 EXIF.
5. Meronst ELA u PCA u ux orpannueHusl.
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6. MeTop! 3a1UTHI JOKYMEHTOB.
13.  DnexTpoHHO- 1. IToHsATHE 3MEKTPOHHO-IIUPPOBON TOIMHCH.
nudpoBas MoAMUCh 2. Uctopus pazputus DLIII.
3. OcHoBHbIe cxeMbl DIIT.
4. TToctpoenue DIIII. [TpoTokos moaMUCaHUs JOKYMEHTA.
5. LleHTpHI cepTHHUKAINH.
6. Y ocroBepsitomue HeHTPHI.
7. Kpunrocroiikocts cxem DI
14, MeTtonsl 1.
cTeranorpaguu
15. Metoas! 1. Vcropust pa3BUTHSI COLIUATIBHON HHKEHEPUU.
COLIMAJIbHOW WHKEHEPUU. 2. YenoBek, Kak caMoe YsI3BUMOE 3BEHO JIF000H CHCTEMBI.
3. Ilcuxonornveckre OCHOBBI COLMATBHON HHKECHEPHH.
4,  MeToapl CONUATBLHON HHXCHEPHH. .
16.  3axmouuTenbHOE 1. OGo0mIeHre MPOKIEHHOTO MaTepraa
3aHATHE. 2. Jloknaael CTYJICHTOB.

6. CTPYKTYPA U COAEPXXAHUE JUCHUITJINHBI

6.1. ®opma oOyueHus — ounas, Kypc — 1, cemectp — 2

HanmenoBanus pasnennos u TeM

Koan4yecTBo 4acoB

Jlexr. Jla6op | IIpakr. | CPC+K

Bcero

OcHOBHBIE MOHATHS U
nH(pOpMaIMOHHOM 0€30MMacHOCTH

COCTaBJIAOIIUC

Crpykrypa aitoB u hex-pemgakTop.

Kpunrorpadus u xpunroanaims

Xem-pyHKIIMK

AyTeHTH(QHKAIMS 110 TApOJII0

Jlpyrue MeTo bl ayTeHTU()UKALUU

Bupycsl

AHTUBHPYCBHI

Web- GezomacHoCTb.

33.H_II/ITa I/IH(l)OpMaLII/II/I B KOMITIBIOTCPHBIX CCTSX.

TexHuueckas 3amura MHGOpMaIK

33.H_II/ITa JOKYMCHTOB

DeKTpOHHO-LIM(POBasi MOANNCH

Mertopl cteraHorpapuu.

MeTobl COlManbHON HHKEHEPHUU.

3aKIIOYATENBHOE 3aAHITHE.

I IR I
NN NN NN NN N N
AR PPPDRPIOWOWWWODWW|W| W

NN (N ANAAINANOOODOODOD|OO|OO|OO| O

HUTOI'O 3A CEMECTP

-
ol
w
o
(o}
w

108

6.2. ®opma o0yueHHs — OUHO-3a04Has, Kypc — 1, cemectp — 2

HanmeHnoBanus pa3ienoB u TeM

KoanyecTBo 4acoB

Jlexu. | JIabop. | [Ipakr. | CPC+K

Bcero

OcHOBHBIE ~ TOHATUS U
nH(OpPMaIlMOHHON 06€30MacCHOCTH

COCTaBJIAOIIUC 1 3




Crtpykrypa (aiinos u hex-pemaxTop. 1 3 4
Kpuntorpadus u kpuntoanaius 1 3 4
Xem-pyHkuuu 1 3 4
AyTeHTu}UKaIMs 10 TapoIIo 1 3 4
[pyrue meToibl ayTeHTUPUKAUN 1 3 4
Bupycsl 1 3 4
AHTUBHPYCHI 1 3 4
Web- Ge3omacHOCTS. 1 4 5
3anmTa HHGOPMALMU B KOMIBIOTEPHBIX CETSIX. 1 4 5)
TexHuueckas 3amura HHGOpMAIHH 1 4 5)
3amuTa 10KyMEHTOB 1 4 5)
DIeKTPOHHO-IM(POBAs MOANUCH 4 4
Mertons! creranorpaduu. 4 4
MeTobl conManbHON HHXKEHEPHUU. 4 4
3aKJIIOUYNUTEIbHOE 3aHSATHE. 4 4
NTOI'O 3A CEMECTP 6 6 96 108

7. OHUEHOYHBIE MATEPHUAJIBI (CPEACTBA) JISI TEKVIIET'O KOHTPOJIA
YCIIEBAEMOCTH, IIPOMEXYTOYHOU ATTECTALINU

KoHTposbHbIE BOIIPOCH

1. Yro Takoe undopmanus? CoiictBa napopmarun. HPOpMaImOHHBIE TEXHOIOTHH.

2. Cocrapnsomre HHPOPMAIIMOHHON O€30I1aCHOCTH.

3. IIpaBoBbIE OCHOBBI 3aIIUTHI HHPOPMALIUH.

4. Wudbopmanus ¢ TOYKH 3peHHs] BO3MOKHOCTHU €€ PACIPOCTPAHEHUSI.

5. Kakas nnpopmanus 0THOCUTCS K KOH(DUACHITUAIEHON?

6. Kakas unpopmanus oTHOCUTCS K roCy1apCTBEHHOM TaiiHe?

7. Tpwu xaTeropuu cTaHAAPTHONU MOJI€IH 0€30I1aCHOCTH.

8. YpoBHM 3amuTH HHYOPMAIIH.

9. Yro Takoe Kpunrorpadus U KpUNTOAHATH3?

10. HIudp Lle3aps u 4acTOTHBIN aHAIH3.

11. Hudp xor.

12. CummeTpuyYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.

13. Cummerpuunbie mmdpsl. [Ipumepsr.

14. Cummerpuunsble mudpsl. JJocToMHCTBA U HEOCTATKH.

15. I[lpuHuun accuMeTpuyHOro MuppPOBAHUS.

16. Acummerpuunbie mudpsl. [Tpumepsr.

17. Acummerpuunblie UG PHI. JJOCTOMHCTBA U HETOCTATKH.

18. KBanToBas kpunrorpadus.

19. JIBa OCHOBHBIX aITOPUTMa KBAHTOBOI KpUNITOTpaHH.

20. Yro Takoe aBTOpH3aLus, ayTeHTUGUKAMSA M UAeHTU(uKausa? Yto Takoe Xd1I U
3a4eM OH HYy>KeH?

21. Kakwue xeur-pyHKIMH BbI 3HaeTe?

22. J1y1s 9ero MCIOIb3YIOTCS Xell-(hyHKIINN?

23. Yem oTiMyaroTcsa Kpunrorpaguueckue xem-QpyHKIUU OT HEKpUITOrpapruecKux?

24. Yto Takoe KOJUTH3US Xenl-(pyHKimun?

25. Yro Takoe mapazokc AHEH pOXKICHHS U KaK OH CBSI3aH CO B3JIOMOM Xellen?

26. Meto bl B37I0Ma XeTI-()yHKITUH.

27. Yro Takoe «paaykHble TaOIULIBI»?

28. Kakwue BuIpBI MapoJeii CymecTByroT?

29. YTto Takoe nMHAMUYECKHUE Mapou?




30.
31.
32.
33.
34.
35.
36.
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AnnapaTHas U IporpaMMHas 3alUTa (IIEHIKH.

[TporpaMMsbl Ui 3aIUTHI TAPOJIEM MAroK, (aiijoB U HOCUTENeH HHPOPMALIUH.

Yro Takoe «IIpaBUIIbHBIN IAPOJIB» U KaK €ro 3alIOMHUTH?

Merto1bl B310Ma APOJIEH.

Yro Takoe «paaykHble TaOIULIBI»?

Cucremsl ayrentudukanyu u uneHTudukanuu. Knaccuduxanus.

Hcnonb3yemsiit pakrop ayrentudukanuu. IIpumopurer ucnonb3oBanusi. CreneHb

aBTOMaTHU3aluu.

37.
38.
39.
40.
41.
42.
43.
44,

HenocraTku naposabHON ayTeHTU(DUKALUH.

AmnmnapaTHas ayTeHTH(UKaLWs, ee BUIbI, TOCTOMHCTBA U HEIOCTATKH.
buomerpuueckast ayreHTUDHUKALIMSL.

I[OCTOI/IHCTBa U HEAOCTAaTKU aYTeHTI/I(i)I/IKaLII/II/I 10 OTIICYaTKaM I1aJIbIICB.
AyTeHTH(UKALMA 10 TEOMETPHUHM JIMLA 2 BUAA.

AyTteHTH(HKALKS TIO TOJIOCY.

buomerpuueckue TeXHOIOTUH OYyIyIEro.

PacnpocTpaneHHOCTh METO/I0B OMOMETPUYECKOMN ayTeHTU(DUKAIIHH.

[IpuMepHBIe TEMBbl UHAUBUIYAIBHBIX 3aJaHUN(JOKIIA]T C TPE3ECHTALIUECH )

P = O30 0T Wi~

21

. Uctopus xpuntorpaduu.

. CoBpemenHnast kpunrorpadus
. KBanToBas kpunrorpadus

. ATaku Ha CalTHI.

. XSS -artaku.

. SQL-araku.

. Meroas! B3moma wi-fi.

. CoBpemenHnas creranorpagusi.
. [TouckoBuk Shodan.

. DopeH3ukKa.

. Cteranorpadusi.
. Google Hacking
12.
13.
14.
15.
16.
17.
18.
19.
20.

DOS u DDOS araku.

Honey Pots.

Aytentudukarys Ha caifTax.

Kyxku.

Xakepsl. CyOKynbTypa XaKepoB.
Botel. Yrpo3sl, ucxoasiue ot 60TOB.
Cucremsbl ayTeHTU(DUKAIIIH.
DneKTpOHHO-IIM(POBAsI MOIUCH.
DUIIMHTOBLIEC CAMTEHI.

. Bupychbie araku.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

[IpocnymmuBaromuye yCcTponucTBa.
CxkpembOiiepsl.

Hamnpasnennbie MUKPOGOHBI.
CnyduHr.

DBpUCTUYECKUI aHANINU3 AJI aHTUBUPYCOB.
CHudepsi.

OxpaHHbIE CUCTEMBI.
Buneounabmronenue.
be3omacHoCTh MHTEpHETA BELIEH.
Mertoasl KpunToaHaIN3a.
Keitnorrepsi.

Merto1bl COnManbHON HHXKEHEPHUU.
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34. AHTUBHpPYCHBIE TTPOTpaMMbl. ECTb 11 cMbICH?
35. B3110M MOOMIIBHBIX TEIEPOHOB.
36. [IpumeHeHnre HEHPOHHBIX CeTeil B MH(GOPMAITMOHHOM O€301TaCHOCTH.

8. PACITPEJJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYHAIOT OBYUAIOHIUECSH

OOmiast orleHKa 3HAHUKM O0yYAIOMIMXCS MO JUCHUIUIMHE npoBoauTcs no 100-OammpHON
HIKajle MCXOJd M3 MakCHMMyMa, IpHUBEICHHOro B Tabiuue Hike. OpraHu3alioHHO-yueOHas
paboTa B ayAMTOpPUM OLICHMBAETCS HAa OCHOBE TAKMX KPUTEPUEB KaK I1OCELIAEMOCTb 3aHATUH,
CBOEBPEMEHHOE M KaueCTBEHHOE BBINOJIHEHUE JOMAIIHMUX 3a/laHUi, aKTUBHOCTb BO BpeMs
NPOBEICHUS JICKIIMOHHBIX M NPAKTUYECKUX 3aHATHH (ydacTHe B OOCYXJCHUH TEKYLIEro M
IpOiIeHHOr0 MaTepuaia, peleHue 3a1a4 1 T.11.).

Howmepa pazzaenos Buasr pabot MakcnmaipHoe
KOJIMYECTBO 0aJlJIOB

Texymuit KOHTPOJIb 20

Tema 1-17 JlaGopaTopHbie paboTHI 32
WuauBuayanbHoe 3aaHne 18

HUTOI'O 70
3aueT 30
OO01muii UTOT 3a CEMECTp 100

CooTBeTcTBHE 0AII0B OLICHKC

KoIM1ecTEO GAILIOR OreHka 10 mATHOAIUIBHOM IIKaJIe
us 100 ECTS | Dxkzamen, nuddepeHunpoBaHHbII 3auer
3a4eT

90-100 A OTJINYHO 3a4TEHO
80-89 B XOpOILIO 3aYTEHO
75-79 C 3a4TEHO
70-74 D 32YTEHO
60-69 E YIOBJIETBOPUTEIHLHO PO,
35-59 FX HEYIOBIETBOPUTENHHO HC 3a9TCHO
0-34 F HE 3aYTEHO

9. OBECIIEYEHUE OBPA30BATEJIBHOI'O ITPOLECCA 1A JINL C
OI'PAHUYEHHBIMU BO3MOXHOCTAMU 310POBbA 11 MTHBAJIN/IOB

B xozxe peanuzanuu QUCHUILTUHBI HCTIONB3YIOTCS CIEAYIONINE TOTOTHUTENbHBIE METOIbI
00yYeHHsI, TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOYHON aTTeCTalluy O0yJaronIuxcs B
3aBUCHUMOCTH OT UX UHIUBUAYAIbHBIX OCOOEHHOCTEH:

1) JUISL CTICTIBIX U CI1A0O0BUIAIINX

- JeKIMU  O(QOPMISIOTCS B BHJE JJICKTPOHHOTO JOKYMEHTa, MJOCTYIHOTO C
MTOMOIIHI0 KOMIIBIOTEPA CO CIEIUATH3UPOBAHHBIM ITPOTPAMMHBIM 00€CIICUCHHUEM;

- JUISE  BBITIOMHEHWS  3aJlaHusg  TOpU  HEOOXOJMMOCTH  MPEAOCTaBISAETCS
YBEJIMYUBAIOIIEE YCTPOUCTBO; BOZMOYKHO TaK)Ke UCTIOIh30BaHUE COOCTBEHHBIX YBEIMIHBAIOIIIX
YCTPOMCTB;

- MUChMEHHBIC 331aHus OQOPMIISIOTCS YBEITMICHHBIM IIPUPTOM.

2) JUTSI TITYyXHUX ¥ CTa00CTBIIIANINX :

- JICKITUU O(POPMIISIOTCS B BHJIE SJIEKTPOHHOTO JIOKYMEHTA,
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- MUChbMEHHBIE 33aJJaHUS BBIOIHAIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOU (popme;

- 9K3aMeH TIPOBOJMUTCA B IUCHBMEHHOM (oOpMe Ha KOMIBIOTEPE; BO3MOXKHO
npoBeJieHre B popMe TeCTUPOBAHUS.

3) JUISL JIAL C HApYIIEHUSIMH OTIOPHO-/IBUTATEIBHOTO arapaTra:

- JeKuuu OoQOPMIISIOTCS B BHJIE D3JEKTPOHHOTO JOKYMEHTa, JOCTYIHOTO C
MOMOIIBI0 KOMITBIOTEPA CO CHENUATU3UPOBAHHBIM IIPOTPAMMHBIM 00ECIICYCHHUEM;

- MUCHbMEHHBIE 33/JaHUS BBIOJHSIIOTCS Ha KOMITBIOTEPE;

- 9K3aMeH U 3a4€T MPOBOAATCS B YCTHON (popMe MiIH BBIMOTHSIOTCS B MMCHMEHHOM
dbopMe Ha KOMITbIOTEDE.

[Ipy HEOOXOTUMOCTH MPEIYyCMATPUBACTCS YBEIMYCHHE BPEMEHH MJIsi TOATOTOBKU
OTBeTA.

[Iponienrypa  mpoBeAeHUsT  NPOMEXKYTOYHOH  aTTecTallk A OOydarolIMXCs
YCTaHaBIMBAaETCS € Y4YETOM UX UHAMBUAYAIbHBIX IMCUXO(PHU3UYECKHMX OCOOEHHOCTEH.
[TpomexyTouHas aTTeCTalusl MOXET IPOBOIUTHCS B HECKOJIBKO ITAIOB.

[IpoBenenue mpoueAypbl OLICHMBAHHUS PE3YJIbTaTOB OOyuUeHHUs JOIYCKaeTcsi ¢
UCTIOJIb30BaHUEM JUCTAHIIMOHHBIX 00pPa30BaTEIbHBIX TEXHOIOTHH.

ObecnieunBaeTcst 1OCTyN K MHPOPMAIIMOHHBIM U Oubnuorpaduyeckum pecypcam B CETH
WuTepHer s kaxaoro oOywarouierocst B ¢opMax, aJalTHPOBAHHBIX K OTPAaHUYEHUAM HX
3JI0POBBS U BOCTIPUSATHUS HHPOPMAIUH:

1) JUTSL CJICTIBIX M CITA0O0BUISIINX

- B [I€YaTHOH opMe YBEIMUYECHHBIM HIPUPTOM;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA;

2) JUTSI TITYXHUX U CTa00CBIIIAIINX

- B IIEYaTHOH opme;

- B (hopMe PIIEKTPOHHOIO JJOKYMEHTA.

3) JUTsE 00yYaroIIUXCs ¢ HAPYIICHUSIMU ONOPHO-ABUTATEIBHOTO arapara;

- B MIEYaTHOI Qopme;

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHME YUYEBHOI'O ITPOLIECCA

VYuebuble 3aHaTUsA npoBoasTcs B kopmyce Ned Jlonl'V (r. Honeuk, np. TeaTpaibHbIii,
13). [nga mnpoBeneHUs JIEKIMOHHBIX M MPAaKTUYECKUX 3aHATUNH TpedyeTcs ayauTopus,
0o0opyJOBaHHAss MEJOBOM WM MapKEepHOH JOCKOW, MYJIbTUMEAMHHBIA HPOEKTOpP M IKpaH,
HOYTOYK, KOMIUIEKT yueOHON Mebenu it CTYICHTOB, pabouee MECTO MPENoIaBaTelis, BHIXO] B
WHTepHET — MPOBOIHOI WK ¢ ucronb3oBaHneM Wi-Fi.

Jlia mpoBeneHus JabOpaTOpHBIX 3aHATHI TpeOyercs mabopartopus OCHAIIEHHAs
KOMITbIOTEPAMHU C YCTaHOBJIEHHBIM CHEIMaIbHBIM MPOrPAMMHBIM OO€ClIeYeHUnEeM, YKa3aHHBIM B
nyHkTe 13.

Jis caMOCTOSITETbHOM paboThl MCIONB3YIOTCS TEKCTOBBIE M 3JIEKTPOHHBIE PECYpCHI
Hayunoii OMOnMOTEKM YHUBEpPCUTETa M JAPYTUX AIIEKTPOHHBIX OMONMOTEYHBIX 0a3 JAHHBIX,
y4eOHO-MeTOIMUecKoe oOecreyeHne, NpeACTaBICHHOE B Yy4eOHO-METOIUYECKOM KaOuHeTe
['maBHOTO KOpITyCa (aya.405).

OOyuarommecss HUMEIOT BO3MOXHOCTb  HCIIOJB30BaTh y4eOHBbIE MaTepHaibl  I10
JTUCIIUTIINHE, pa3MelnieHHble Ha tiaTtdopme Moodle IlenTpa aucTaHIMOHHOTO 00pa3oBaHUsA
OI'bOY BO «/loul'Y». Ilpn u3ydeHUn QUCHMIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0y4YeHHe U
JTUCTaHIIMOHHBIE 00pa30BaTeNbHbIE TEXHOJIOTHH.

C  ucronp30BaHMEM — pecypcoB  IIaT(GOpMbl  JUCTAaHIIMOHHOTO  0Opa3oBaHUs
OCYIIECTBIISIETCSl TEKYLIMH KOHTPOJb 3HAHUN OO0y4aroUmMXcsd Ha OCHOBE TECTUPOBAaHUS U
IPOBEPKU PE3YIbTATOB CAMOCTOSATEIBHOM PabOTHI.
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11. PEKOMEHAYEMAA JIUTEPATYPA

11.1. OcHoBHas nuTepaTypa

1. Teoperuueckre OCHOBbI KOMITBIOTEPHOU Oe30macHoCTU: Yued. mocodue AJisi BY30B
no cneruanbHocT "KommbrotepHas 6e3onacHocts u Ap. / I1. H. [eBsuun, O. O. MuxanbCckui,
. W. IIpaBukoB u ap. — M. : Panuo u cBsi3b, 2000. - 192 c.

2. Kopr, C. C. Teoperuueckrue OCHOBBI 3amuThl HHPOpMaruu : Yued. mocodue st
CTYJICHTOB BY30B, O0y4YarOIIUXCs 1O TpyIie crei. B 001. napopm. 6ezomacuoctu / C. C. Kopr. -
M. : T'ennoc APB, 2004. — 233 c.

3. 3ammura nporpammuoro obecreuenus / [I. I'poysep, P. Carep, k. ®unc u ap.] ;
nox pex. [. I'poysepa ; mep. ¢ anrin. B. I'. Iloremkxuna u ap. ; nox pexn. B. I'. IloremkuHa. —
Mocksa : Mup, 1992. - 286 c.

4. 3asroponnuii, B. W. KowmmiekcHas 3ammra WHPOPMALUU B KOMITBIOTEPHBIX
cucreMax : Yueb. mocobue misa cryaeHToB By30B / B. M. 3aBroponnmii. — M. : Jloroc, 2001. -
264 c.

11.2. JlonomHUTENbHAS JIATEPATYPA

5. Paccen, Y. Microsoft Windows Server 2008 : cnpaBounHuk aamunuctparopa / Y.
Paccen, 1. Kpoydopa. — Mocksa : DKOM Ilabmumeps, 2009. - 1321 ¢

6. IlporpammHo-amnmapatHele cpeicTBa odecrieueHrus MHGOPMAIMOHHON 0€30MacHOCTH:
3ammra nporpamm. U gansabex / [LIO. benkun, O.0. Muxansckuii, A.C. IlepmakoB u ap. — M.:
Pamno u cBsasp, 2000. - 169 ¢

7. BesonacHocTh KoMIbIOTEpHBIX ceTeld Ha ocHoBe Windows NT / B. C. Jlronapes, K. B.
Epmaxos, E. b. Pynusiit, Y. B. Epmakos. - M.: Pyc. pea. TOO Channel Trading, 1998. — 304 c. +
Onextp. ontud. guck (CD-ROM)

13. ”TH®OPMALIMOHHBIE PECYPCHI

1. Unrepner-OcHoBbl nHGOpManmonHoi 6e3onacHoctu . — URL:
http://www.intergu.ru/ — Pexwum goctymna: cBOOOAHBIN. — TEKCT : 3IEKTPOHHBIN

2. Knaccudukanus MexaHU3MOB ayTeHTH(PHUKAIIMU TOJIb30BaTeNel U UX 0030p . —
URL.: https://habr.com/ru/post/177551/— Pexxum noctyma: cBOOO HbBIN. — TekcT :
JJIEKTPOHHBIN

3. SQL wnneknuu. [Ipoepka, B3iom, 3ammra . — URL:
https://habr.com/ru/post/130826/— Pexwum moctyma: cBoOOHbIH. — TEKCT : 3IeKTPOHHBIIH

4. XSS rnazamu 3nmoymeinieaanka. — URL:  https://habr.com/ru/post/66057/

5. Stealthphone: 3amunTa Mukpodona MoOuIbHOTO TenedoHa OT
HECaHKIIMOHUPOBAHHOTO BKItoueHus . — URL:
https://habr.com/ru/company/ancort/blog/160215/— Pexxum noctyma: cBoOOaHBIN. — TEKCT :
3JIEKTPOHHBIN

6. OcHOBHbIE MapaMeTpbl epelaTINKOB U MpHeMHUKOB . — URL:
https://radiokot.ru/start/analog/bugs/02/— Pesxxum mnoctyma: cBoOoaHbIi. — TekcT :
JJIEKTPOHHBIN

7. HayuHnas snekTpoHHast 6ubimoteka elibrary.ru : uadopm.-ananut. moprtai / OO0
Hayunas snexktponnas 6ubnuoreka. — MockBa : OOO Hayu. snektpon. 6-ka, cop. 2000—
2022. — URL: https://elibrary.ru (mata obpamenus: 01.01.2023). — Pexxum moctyna: st
3aperucTpup. nosib3oBareneil. — TeKcT : 3JeKTPOHHBIM.

8. DmektponHbIii Kkatanor Hayunoi OuOmmorekn J[OHEIKOro TOCYIapCTBEHHOTO
yauBepcureta. — Jloneuk : Hb JIoul'Y, 1999— . — URL: http://catalog.donnu.education (narta
obpamenusi: 01.01.2023). — TekcT : 2JIEKTPOHHBII;

9. Texnmueckas Oubnuoreka URL: http://techlibrary.ru/ (mata oOpamieHus:
31.03.2023). — Pexwum mocTyma: cBOOOAHBIH. — TEKCT : 3JIEKTPOHHBIN;
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10.  Hayusnsie xxypraisl ®I'bOY BO «Jlonl'Y» URL: http://donnu.ru/science/journals
(mata obpamenus: 31.03.2023). — Pexxum goctymna: cBOOOTHBINA. — TEKCT : 3IEKTPOHHBIH.

14. TIPOTPAMMHOE OBECIIEYEHUE

1. Windows 7 PRO (kopnoparuBnas smnen3us [Jorl'Y Ne 46484614)

2. Microsoft Office (koprnopatuBHas aunen3us oY Ne 46472919)

3. Microsoft Visual Studio (iutien3ust nmporpammbl Dream Spark juist BeICIMX y4eOHBIX
3aBeJICHUN)

4. AwnrtuBupyc Kacnepckoro, Adobe Acrobat Reader, xPDF (yiuuen3un GPL, Apache,
BSD 11 cBOG0JHOTO TIPOTPaMMHOTO 00ECTICYCHHUS).

5. KaliLinux (cBo6oaHo pactpoctpansemoe [10).

6. Wireshark (cBo6oano pacnpoctpansemoe I10).

7. NEOhex-pemakrop (cBoboaHO pacmpocrpansemoe I10).



